Inforum 22/11/2022 . T
BVD

2 []]
2%
>

It's al'about data
‘ S KBR $

The Triangle of Successful Data Management:

Learning Experiences and Key Takeaways from the Automotive Industry

Speaker : Carmen Cercelescu, Euranova




Inforum 22/11/2022 ABD)
Koo BVD

01. INTRODUCTION It's alVabout data
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RESEARCH . i
& DEVELOPMENT EXPERTISE
The scientific know-how and its experience on
Euranova is a research center the field encompasses:

and IT consultancy company.

Engineering — Data Governance -

Founded in 2008 Management Architecture Data Analytics : :

X

- Strategy

: ©6©
LOCATIONS SERVICES (-
BELGIUM (Headquarters) . Expert Consultancy
FRANCE . Solution Delivery
TUNISIA . Innovation Advisory
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Getting Value

How we started

The data management program
is executed within the strategic
framework of the Enterprise
Information program to support
the company's ambitions in
developing advanced analytics

use cases.

The presentation brings forward
best practices and learnings
which have proved to be crucial
for the success of the data
management and Data
Governance journey at Toyota

Motor Europe.
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When addressing three key, joint

aspects:

¢4 Getting value, building trust
in data with a future-proof
Data Governance framework,

and implementation.




O1. DEFINITION OF SCOPE

Align the data governance program with TME's strategic data ambitions

‘ C}'Goals: support TME's ambitions to

A = = -

)

=@
‘-
e
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Develop advanced analytics use
cases

Break down the data silos => Set
up a transversal DG framework

Enable clear indisputable usage of
any data across the company’s
processes

Requirements: The setup of

‘ An appropriate

I I I Data Governance
[e—

(DG) framework

GDPR Compliant

way

Training program
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02. MATURITY ASSESSMENT

Euranova - Data Management Maturity Model

LEVEL O LEVEL 1

NO CAPABILITY @

DEFINED

INITIAL
® e LEVEL 3
PROGRAM ADO OR
: W We assess the

existing TME setup by determining the
maturity level in terms of data
management and data governance.

LEVEL 2
DEVELOPING

LEVEL 4
MANAGED
CORPORATE

'TION

LEVEL S

OPTIMIZED
MATURE / VISIONAF

v Compare the execution of processes with
predefined goals and strategy that TME
has set for its long-term alignment with
the value and culture.

v Consider privacy and GDPR compliance.
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02. MATURITY ASSESSMENT
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PHASES

PHASE

PHASE

PHASE

¢

WHERE DO
YOU
STAND NOW ?

assess the
current state of your
company from a data

viewpoint.

@,

WHAT ARE YOUR
STRATEGIC OBJECTIVES ?

assess the targeted
state from a data
viewpoint.

HOW WILL YOU
ACHIEVE YOUR GOALS ?

define the ideal path to
your targeted state
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03. METHODOLOGY

VemioeoKBRE

Definition
Phase

\J

Pilot Phase

Laying the foundation by
delivering the DG material related
to all selected topics in the
Framework.

Body of Knowledge
Learning material
Best practices
Frameworks
Templates

LAA A&

Implementation
Phase

Support in the rollout of the
selected use cases for the pilot

v Workshops
v Hands-on training
v Review & evaluation

Scale up to the entire organization
by operating on a broader scope

v Communication: Staff,
management, executives

v Initiative’s extension
(domain by domain)

v Enterprise consolidation

The Triangle of Successful Data Management
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04. TAILORED DATA GOVERNANCE FRAMEWORK S g :u:j:t:m

Definition of DG Pillars m

I
Data
DG Organization
Framework

TME’s DG
challenges

Governance

DATA
GOVERNANCE

L/ » FRAMEWORK
Tailored ——»

DG framework

1

Data
Modeling

Data Quality Business
Management Glossary

Metadata

Q Main track
C> Supporting track

ENX'’s expertise

Naming
Convention
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Definition of DG Pillars m

Data
Governance

TME’s DG
challenges

DG Organization
Framework

DATA
GOVERNANCE

L/ » FRAMEWORK
Tailored ——»

DG framework

1

Data
Modeling

Data Quality Business
Management Glossary

Metadata

Q Main track
C> Supporting track

ENX'’s expertise

Naming
Convention
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1. State of The Art 9

Data

Organization

A. Establishing Privacy by Design DIMENSIONS

Process Technology

Storage

limitation
Data
minimization

B. Defining Privacy by Design PRINCIPLES

Integrity and
confidentiality Purpose

Accountability limitation

The Triangle of Successful Data Management
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Law / GDPR Principles

Deliverables

04. TAILORED DATA GOVERNANCE FRAMEWORK
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1. State of The Art

Technology strategy requirements

REQO1 | Governing data—data management to support Privacy

Support for: Lawfulness, Accountability, Purpose limitation, Integrity &
confidentiality, and Accuracy Principles

REQO2 | Tracking personal data lifecycle

Support for: Accountability, Accuracy, Data minimization, Integrity, and
confidentiality Principles

REQO3 | Enforcing the period where data are processed

Support for: Storage Limitation Principle

REQO4 | Management of Data Subjects Access Requests (SARs)

Support for: Integrity and confidentiality, Accountability, and Lawfulness
principles and respect for data subject rights

REQO5 | Securing data—encryption & anonymization

Principles

Support for: Integrity & confidentiality, Data Minimization, and Accountability

REQO6 | Data quality management of personal data

Support for: Integrity & confidentiality and Accuracy Principles

REQO7 | Security breach Management

Support for: Integrity & confidentiality Principles

gy
-5l Lawfulness
) ac
\ Integrity & A&
»X confidentiality Accolintability
0 3 é’" Purpose limitation
) Security 37
Integrity & I ch ¥ ]
confidentiality b3 .
management Data Integrity &
management  confidentiality
Accuracy Data quality to support
management REVECY Accuracy
and personal
data
- . Accountabilit:
Privacy by Design Y
Integrity & securing.  Technical Measures | Tracking Accuracy
Confidentiality data - personal
encryption data
and i | Data
Data e ifecycle e
anonymization
minimization minimization
Enforcing Integrity &
Accountability Management of the period Confidentiality
data subjects where data
access requests are
processed
Integrity &
Confidentiality
Storage
limitation

Lawfulness

Accountability

Privacy by Design IT-Measures

The Triangle of Successful Data Management
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04. TAILORED DATA GOVERNANCE FRAMEWORK
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2. Gap Analysis

Subjects Access Requests [SARs)
t Follows.a data subjer

Privacy checkpoints Matrix

.\
3. Recommendations

5 N

=> Definition & integration of a
business process with the DG &
data analytics development
processes and workflows.

This methodology is easily adaptable
to re-use in supporting any legal
framework from compliance

perspective, under any geographical

location and privacy laws.

i
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METHODOLOGY

YmyecKBRS
— | | | | | | | 1
Definition I I Implementation
Phase I Pilot Phase I Phase
\J
| |
g >
: ' i
Lajfmgf the founda_tlon by Support in the rollout of the Scale up to the entire organization
delivering the DG material related I . | .
3 . selected use cases for the pilot by operating on a broader scope
to all selected topics in the I
Framework. I
v Body of Knowledge I v Workshops I v Communication: Staff,
v Learning material I v Hands-on training management, executives
v Best practices v Review & evaluation [ v Initiative's extension
v" Frameworks I I (domain by domain)
v Templates I v Enterprise consolidation
The Triangle of Successful Data Management 13
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Onboarding process - ApPrROACH

Step 1: assess your existing data governance setup Step 2: Select one of the following approach based
on the assessment outcome
Sample assessment questionnaire

Q Do you know all the critical data elements used in your v Top-Down Approach: Start from business

v Bottom-Up Approach: Initiated from IT side
domain or use case?

0O How do you keep track of all the critical data elements, and
how do you update them regularly?
Q Do you know how the critical data element is being stored and

used across the company? Do you have the full visibility? . . . .
pany Y v Step 3: Organize Official kickoff with the selected use

Q0 Have you defined clear ownership for each of the data case/domain team

elements?

Defined PHASES

CREATE & PUBLISH &

ENGAGE

COLLECT ) DEFINE & CONSTRUCT

CONTEXTUALISE DATA LINEAGE

OPERATIONALISE

The Triangle of Successful Data Management
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Onboarding process - Key HIGHLIGHTS

<

v Creation of

Identification of critical data elements

Identification of domains and sub-domains

the business glossary,

logical/conceptual layer

®

v

ah™

Identification and appointment of key

stakeholders (Data Steward, Data Owner, DG
Coordinator, Data Architect, Privacy Steward)

Ingestion of the critical/relevant data sources

Creation of the lineage

[ Cha I IengeS/Iea rni ngS U Company'’s culture and adaptability with change I
: o U Level of Data Governance knowledge I
[
I O Understanding the value data governance would I
| J/_I bring on company wide level and daily tasks |
|_ (efforts vs benefits) l
The Triangle of Successful Data Management 15
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05. ROLLOUT

Efforts by Roles in business days =Shours)

Steps Activities
T roles [tbd) from
‘onbozrded UC [P Team Data Owner DG Coordinator _[Tachaical Owner _|Privacy Role
gerti databases, tables, columns 2 N/A [T [T NA
o e 05 WA A WA NA
Data Catalog 03 n/A WA A
[Trigger the identification process of role: DG Coordinator [ N/A WA WA
ety potential data domains WA N 1 N/A WA WA A
WA WA WA n/a 2 WA /A
prietens] 2 /A 02 1 WA N NA
[their definitions & physical location

'DEFINE & CONTEXTUALISE  [First attempt to igentify’ 0 data elements
gentity th omains &sutb-domains
|Gheck if business terms exist in Collibr NA

/A N/A NA
Onboarding
Phases Ownership Participants Time required m

Complex: 3 weeks
Medium: 3 weeks

Define 2nd review business terms following guidelines
olicy sssociated with business terms, data elements.

Business SME roles, Data Architect,

with the logical data elemens {entit

COLLECT Business

CONSTRUCT DATA LINEAGE i (data sources) NA ENX Team Simple: 2 weeks

Final approval & green light for ingestion 05

c: dentified domains in Collibea

Data Owner, Data Architect, ENX :

— bciess erms it phsiea and ‘”"“""‘""“”"‘"I' - DEFINE & S Team, DG Coordinator, Data a"e’;‘z’::;’:::::

2 - Srelations. CONTEXTUALIZE Steward, Business SME roles, Privacy g 0" 0 PO

s roles s - Number of business

inal approval terms:

[ = Number of data

PuBLH & EvAGE s CONSTRUCTDATA o o = DataOwner,DataArchitect, Data  ComPiox 2 weeks sources: 4-5
WA LINEAGE Custodian, Collibra Team ; AP integration is not

Simple: weeks :
Total florts s P required

B ———————————] Complex: 3 weeks
SREATE & s Medium: 3 weeks

Data Steward, Collibra Team

OPERATIONALISE enline

¥ Complex: 1-2 weeks
PUBLISH & s DG Coordinator, Data Owner, Data Iplex
ENGAGE Blsinges 311 Steward, Collibra Team Mediam, } wask

Simple:l week

Standardizing and modelling the :
* Processes

* Activities Tool for the roadmap and

+ Rolesinvolved program management

+ Estimations of efforts and time

The Triangle of Successful Data Management




METHODOLOGY

Definition [ Implementation I
Phase Pilot Phase I Phase |
\J
[ [
Lajfmgf the founda_tlon by Support in the rollout of the Scale up to the entire organization
delivering the DG material related . I . I
3 . selected use cases for the pilot by operating on a broader scope
to all selected topics in the I I
Framework.
v Body of Knowledge v Workshops I v Communication: Staff, I
v Learning material v Hands-on training I management, executives I
v Best practices v Review & evaluation v Initiative's extension
v" Frameworks I (domain by domain) I
v Templates I v Enterprise consolidation I
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O1. LEADERSHIP SUPPORT

Leadership support and Executive Sponsorship

To fulfill the data governance mission’s
requirement, there needs to be a O

DG-LEADS

To advocate and promote the DG

program on a company-wide scale. &

The Triangle of Successful Data Management
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Value Evolution, not revolution, to
cFl minimize big bang impacts and to reduce
failure risks. A Step-by-step
Acti
Why? cen approach, related to | culture and

. . . stakeholders' capabilities improvement.
To provide impact and business added value:

Need to maximize adoption rate across the organization, through:

Awareness .
Knowledge sharing
Referenced applications
Itis a

Wh at‘, learning doc |
Deliverables: Training material created

and shared with the customer (learning snacks @ TME)

How?

Communication plan defined with TME: 6 dimensions to help defining the message to convey
and how to do it (WHAT, WHEN, WHO, WHERE, HOW & WHY)

19
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02. COMMUNICATION & TRAINING
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Learning model, on which developing communicative competence is based:

@ Improve the ability to apply

knOWIedge to specific situation Material: Hands-on, support and Q&A for use cases

Channel: Workshops

Material: Training in depth
. Data Governance Organization Framework
. Business Glossary

Improve data management
@ knowledge Knowledge

for data PROs

Channel: Training session, using TME specific
channel (integration in TME training kit)

@ Improve data literacy

Channel: Mass communication on
infranet

How 102 A 3-step roadmap

Material: Specific learning snacks

LS_Metadata

L$_Data modeling Select delievrables
LS_Data Quality Management . .
LS_Privacy by Design for a sepcific sprint

LS_Naming convention

Awareness

for TME contributors

Material : General learning snacks

. LS_Data Governance
. LS_Business Glossary
. LS_Data Governance Organization Framework

UC1 team EUCQ team a TME conftributors

The Triangle of Successful Data Management




03. KEY TAKEAWAYS

3 main questions:

1. How to support any legal framework?
2. How to support the change management?

3. How to scale up after the initial pilot?

Network

[ DG leads (advocates)

DG Consultant

DG program contributing
stakeholders

Acknowledging the current maturity level of the
company in which you want to implement change

Offering a flexible DG framework with tools easily
adaptable to the company’s culture, processes,
and structure

Adopting an agile sprint-based approach in
defining the frameworks and their execution

Onboarded teams ]

Data analytics users

The Triangle of Successful Data Management

21




THANK YOU
FOR N
YOUR ATTENTION! &'

C O N TACT carmen.cercelescu@euranova.eu
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