Innovative authentication solutions
for libraries and researchers
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Identlty and access management
plays a critical role in
user experience

¥




Rapid changes in User experiences and
User behaviors, requires integration
with an increasing number of related
technologies




Changing User requirements across this digital era

* Mobile (remote) access is essential
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Changing User requirements across this digital era

* Mobile (remote) access is essential
* Personalisation is expected
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Changing User requirements across this digital era

* Mobile (remote) access is essential

» Personalisation is expected

» Usage across several devices
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Background
L) Around 1990’s

* Rise of the digital libraries
e Users need to be identified as a subscriber

—|P address for user access within institution
—Proxy servers for user access outside institution
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Background
@ beginning of 2000

* |P/Proxy becomes the standard

* Libraries welcome more Technologies:
—Library website
—Journal/database discovery service
—Link resolver
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Background
40) 2007 until now

* Federated access is born
« SAML is adopted by vendors and libraries

—Common secure framework
—Publishers offer user personalisation
 Portable devices become the status quo

—Libraries embrace BYOD
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Changing Demands within Libraries / Librarians

* More technical applications to maintain
* Integration of different applications
« Control (+ publishers) and insight of e-resources usage

Job Role v Daily » 10 March 2018 09 April 2018
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Which authentication method(s) is relevant within your
institution? :

IP address

Username & Password

EZproxy

HAN
Shibboleth
VPN

Other, such as...
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Can IP/Proxy authentication meet

today’s requirements?
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How old is IP authentication?

20 years
44 years

15 years
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1974

Vint Cerf and Bob Kahn invented TCP/IP
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IP authentication?
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authenticate

VERB

[WITH OBJECT]

1 Prove or show (something) to be true, genuine, or valid.

‘they were invited to authenticate artefacts from the Italian Renaissance’

+ More example sentences + Synonyms

1.1 Computing [no object] (of a user or process) have one's identity verified.

‘it only accepts commands from users who have authenticated as ‘clients”’

+ More example sentences

16 | www.ebsco.com/openathens EBSCO OpenAthens I‘



-
150.158.198: 88
150. 153 19&

11




IP Recognition in one overview...

Advantages Disadvantages
No ID Verification required Personal experience/environment is not possible
When on site, no need to login Access from outside is defficult (SSL-upgrades, user

must use special link)

Well known autorisation method Not developed for authentication

Easy to create access with help of an  License breach risks
|IP-address

Security Issues

User statistics
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R A2

RA21: Resource Access for the 21st Century

Simple, Trusted Access — Anywhere, Anytime, on Any Device

- Resource Access for the 21st Century
- National Information Standards Organization (NISO)
- International Association of Scientific, Technical, and Medical Publishers (STM)

https://ra21.org/
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RAZ21

Underlying Principles

« Seamless

« Constantly evolving
» Every Location

» Every Device

« Balance between safety and
usability
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Rethinking authentication

There are a number of alternatives for IP recognition-based
systems, such as OpenAthens, which use a SAML-based single
sign-on approach to connect users with content.
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Overview of OpenAthens

Deliver seamless single sign-onfor your
end users
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OpenAthens — what is it?

« Single-sign-on (SSO) service for patrons
« Access management service for libraries

 Analytics service for librarians and directors
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OpenAthens Benefits

* All accesses to library resources
— On network/remote/mobile
— Library portal/discovery/publisher

« Can be implemented by librarians

« User account management tools for librarians

— Self registration validated by IP and/or email

« Can restrict access to categories of individual users
« Granular statistics

— Informed collection management using statistics
— Informed negotiation with publishers
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OpenAthens Benefits — Integration option

e Can be integrated with an organisation’s own system
— LDAP, Active Directory, portal, LMS
— No new usernames or passwords

— Improves licence compliance

* Library resources become another application managed via the
SSO system

— Improved security
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Wins with OpenAthens
for the Librarian

No Double Authentication Librarian Administration

26 | www.ebsco.com/openathens EBSCO OpenAthens l‘



What makes OpenAthens different from IP/proxy?

v'Always fully hosted

v"Works across all devices and locations
v'Collects detailed usage statistics
v'Supports user personalization
v'Military-grade security with SAML
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Sample Use Case: Access Management

» Create target audiences for your
resources

 Address breach of vendor contracts

« Define what data publishers receive
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Sample Use Case: Demonstrating Value

» Cost per resource

« Evidence based funding

« Back-charge departments
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“Op Vlerick Business School integreerden we OpenAthens met een andere single sign-on
technologie (OKTA). Op die manier kregen studenten & medewerkers aan de Vlerick
Business School vlot toegang tot de databanken van de bibliotheek en zagen we een forse

toename in gebruik en waardering van onze diensten.

-Elke Parrez, Head of Library & Information Specialist, VVlerick Business School
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The New Library Experience

WELCOME TO STACKS

Reinventing the Academic Library Experience
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WHAT IS STACKS? _

« Complete responsive website
Content Management System ETT—
(CMS) | — ‘-_\ulm\m'\ \

» Accessible library website platform
that works on any screen size

* A complete package with
seamless, turnkey integrations

» Phone and tablet friendly native
mobile apps available for iOS and
Android via Stacks Mobile

EBSCO | 510k =

The New Library Experience

St% ks

A Better Search Experience




FOCUS ON
USABILITY AND
DESIGN

» Easy-to-use administration
interface with plug-and-play
EBSCO Discovery Service™
integration

* Turnkey, and responsive -
works on phones, tablets and
televisions with no technical
ability required

\/
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ANYTIME,
ANYWHERE

» Browse catalog and/or discovery

« Easily locate databases and full-text
content

» Place and cancel holds

» Check fees and fines

* Review and renew items out

» Online and in-app event registration
* Online and in-app room booking

* and more...

A\
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SOFTWARE SUBSCRIPTION SERVICE
STACKS IS A SUBSCRIPTION SERVICE (SaaS)

» Site stays new and fresh year over year

* No surprise costs make it easy to budget

* Never worry about expensive upgrades

« We stay up to date on web design best practices so you don’t have to
ever worry about security issues or risks

« High availability cloud hosting with continuous deployment means little to no
down time on website

« Compliant with Google integrations

EBSCO
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STACKS FEATURES

FULL CONTENT MANAGEMENT SYSTEM (CMS) WITH RICH EBSCO DISCOVERY SERVICE INTEGRATION

» Accessible » Responsive design

* Adheres to user experience best practices » Share content between websites

* Analytics integrations » Social media integration

» Cover art integrations « Supports a single website or many locations

» Customizable themes » Surveys and forms

» Database portal » Customizable taxonomies/classifications

» Directory listings « Exclusive EBSCO Discovery Service integration
* Integrate your own catalog * Userroles

* Multi-language support *  Web security

* Resource flows » 24/7 support desk

* And more...

A\
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DASHBOARD
DRIVEN

* Intuitive dashboard to manage all of
your content and resources in one
place

« Easy Editing from the dashboard or
within the webpage itself

* Quick Access to help manual and
tutorials

>
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BOOK A ROOM FROM ANYWHERE (

« Configure room categories and set group defaults

« Manage controlled vocabularies to filter and manage
rooms

« Accept online and in-app booking without conflicts

 Manage email templates for automated confirmations,
reminders, etc.

EBSCO | st ke

The New Library Experience

Room Bookings

es available January 06th, 2017 for Large
Room

5:00pm

S:5pm

5:30pm
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EVENTS MANAGEMENT

« Create recurring events with dynamic rules

» Schedule, publish and set expiration dates

« Manage controlled vocabularies to organize events
« Accept online and in-app registrations with limits

« Convenient reporting of program attendance

EBSCO | st. ks
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About Resources Services

Library

Catalog eJournals

planets
Citation Linker Databases

Results for "planets"”
Books & eBooks 111,786 | Articles 147,480 | Conference Proceedings and Reports 21,919
See all results for “planets”

Books & eBooks

Planets : their origin, interior and Saltech Connect Mapping the planets; geology stakes its
atmosphere / D. Gautier, W.B. Hubbard,

H. Reeves ; edited by P. Bartholdi, P.

Bochsler, Y. Chmielewski

Authors: S

Available at: © 1 Location

The Real Planet of the Apes : A New
Story of Human Origins

Authors:

EBSCO UNIQUE SEARCH INTEGRATIONS
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EBSCO DISCOVERY
SERVICE

» Stacks is the only website creation tool of its
kind to offer seamless, turnkey EBSCO Discovery
Service (EDS) integration.

« Link directly to EDS interface, or keep users in the
same environment with Stacks’ unique overlays

» Surface content and resources in just one click

* Relevant results every time
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The New Library Experience
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EXTERNAL CATALOGS — — E—

LIBRARY INFO ¥ = SEARCH ¥ = MY ACCOUNT ¥

Narrow your search © =
Keyword search for: llnedlcme Go!
ALL MAJOR EXTERAL CATALOGS INCLUDING: i g B o Teesass casbases
Book (1184) Limit by: | Al formats E Select Databases
::::L“:Z;‘“““’“ an) More Search Options
z«;:r:u::ln::ifz? 1-100f1290 |10 [Jperpage Sort:| Relevance B Page: [1] 2 3... 129 W

* Polaris Koha OPAC = N

PowerPAC Ex Libris Primo S

« Physicians (76) \
. . . ® * modice (68 " MEBICHN
y S I rSI Dyn IX Vu Fi n d . ﬂ;gz‘;a‘;ggﬁs) ) Publisher, Date: North Mankato, MN : 12-Story Library, an imprint of Peterson

1. The 12 biggest breakthroughs in medicine
| by Eboch, M. M., author. Avallabillty

... 12 of the most influential technology breakthroughs in medicine covering the major

Human experimentation in players in each breakthrough, its main ..

i More>> Publishing Company, [2015] L]J
E n te rp rl Se ¥ Authors Web Site: (y - Free, up-to-date content on this topic 2015
« 3M Company (23) Description: 32 pages : color illustrations ; 24 cm.

Add to My List

B R bI A « Cook, Rabin, 1940- (10) Series: Technology breakthroughs.
. . I IOCO'I“I'OnS « Recorded Books, LLC. (10) | Availabily: 1 [of 1)
Local Availability: 1 (o
° S . Cm‘mn‘ Justin (8)
Il lerra sotaenll) s Call Number: J 610.9 Ebo
ISBN: 9781632350152
and more... ¥ Series Current Holds: 0
S OC LC W Id C t o ~For dummies (4) Format: Book
O r a « Johns Hopkins Press health
book (4)
« Technology in the ancient 2. Medicine.
wtd (4 | Avallabity
® E Ve rg re e n « Totally gross history (4) ... impact of inventions and discoveries in the field of medicine . Features include fact

« New histories of science, boxes, sidebars, biographies, and a ...
technology, and medicine (3)
More>> . = o Publisher, Date: Chicago : World Book, c2008.
—— L —
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